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EVENT NOTIFICATION WITHIN A LOCAL SYSTEM 



FIELD OF THE INVENTION 



The present invention relates generally to event notification and specifically to 
event notification integrated within a local system. 



It is often the case, in both home and office environments, that a computer user 
wishes to be notified immediately when a particular event takes place. Examples of 
such events comprise reception of faxes, incoming phone calls, incoming e-mail 
(electronic mail) messages, completion of tasks by a computer system, and detection of 
unauthorized access to a computer system. In addition, many computer systems now 
have the additional capability of receiving telephone voice mail messages. However, 
the user must be near enough to the computer to be able to view the monitor or to hear 
an audible indication in order to be notified of the occurrence of the desired event. 
Often the user, while they may be present in the home or office building, cannot, or does 
not wish to remain near the computer in order to personally monitor the system for the 
occurrence of the desired event. 

Previous attempts to provide a solution to the problem have generally followed 
one of two approaches. The first approach employs a conventional paging system and is 
similar to the invention described in U.S. Patent No. 5,623,242 to Dawson. In this 
approach, the user wears a conventional pager, which is capable of receiving 
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transmissions from a paging service provider. Upon the occurrence of a detectable 
event, the detecting system uses conventional dialing techniques to dial the paging 
service provider and input a message indicating that the detected event has occurred. 
The paging service provider then transmits the message to the pager using radio signals. 

This approach presents several disadvantages. First, in addition to the costs of 
the hardware and software associated with the system, the user must typically pay a 
monthly charge to a paging service provider. Second, the reliability of the system is 
dependent on several external factors beyond the user's control or knowledge. The 
system must have access to a phone line and the phone line must be available for use by 
the paging system. Also, there must be an available (i.e. non-busy) phone line into the 
paging service provider's system. Additionally, the paging service provider's system 
must be operating properly. A breakdown in any one of these external systems can 
result in the failure to notify the user of an event. Finally, there can be unacceptable 
delays in transmitting the message to the user if the phone lines are busy, or if the 
paging service provider's system introduces delays in message transmission. 

A second approach utilizes a central system that receives messages which are 
then transmitted to a pager. This approach is described in U.S. Patent No. 5,479,408 to 
Will. In this approach, a central computer system receives messages from a variety of 
client systems. The central system then uses a radio transmitter to transmit a message 
on behalf of the client system to a conventional pager worn by a user. By incorporating 
the radio transmission means into the central server, this approach avoids the expense 
and uncertainties introduced through the use of a paging service provider. However, it 




shares some of the same disadvantages with the first approach. If the central system is 
inoperable, it is impossible to transmit messages representing event notifications on 
behalf of any of the client systems desiring to use the central server. In addition, the 
central system can become a bottleneck if there are a large number of client systems 
5 needing to send event notification messages, thereby introducing undesirable delays in 

transmitting the event notifications. 

Therefore, what is needed is an integrated event notification system capable of 
notifying a user within a home or office building of events detected by a computer. The 
system should not require the use of a paging service provider. In addition, the system 

10 should be capable of notifying a user of a number of different types of events, including 

notification of incoming fax, e-mail or phone messages, the completion of tasks or 
processes by the computer, or unauthorized access to the computer. The system should 
be capable of transmitting notification of these events in as short a time as possible 
following the occurrence of an event. Finally, the system should be dependent on as 

15 few external systems as possible. 

SUMMARY OF THE INVENTION 

The above-mentioned shortcomings, disadvantages and problems are addressed 
by the present invention, which will be understood by reading and studying the 
20 following specification. The invention describes an event notification system that 

notifies a user of significant events detected by a computer. In one embodiment of the 
invention, an event notification system includes a computer having a CPU and memory 



and which executes an operating system having computer programs representing 
applications and interfaces and wherein the applications and interfaces generate events. 
A notification controller connected to the computer and operates to detect the generated 
events, and a notification transceiver communicatively* connected to the notification 
controller transmits a message containing data related to the event. The system further 
includes a portable transceiver including a notifier for receiving said message. 

In one embodiment incoming faxes, e-mail messages and telephone calls 
generate events. In addition, system related events such as security breaches and 
completion of long running tasks are also generated. These events are detected by the 
notification controller, which then causes the transceiver to transmit a message intended 
for reception by a small portable transceiver. The portable transceiver contains 
mechanisms operative to alert a user to the computer generated event. These 
mechanisms include, but are not limited to lighting LEDs, displaying a message on an 
LCD panel, vibrating the portable transceiver, giving an audible beep, or giving an 
audible synthesized or pre-recorded voice message. 

Still other and further aspects, advantages and embodiments of the present 
invention will become apparent by reference to the drawings and by reading the 
following detailed description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIGs. 1 A and IB are block diagrams showing the major physical components of 
embodiments of the invention; 



FIG. 2 is a block diagram showing the major functional components of an 
embodiment of the invention; and 

FIG. 3 is a flow diagram showing the sequence of events during the operation of 
an embodiment of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

In the following detailed description of the embodiments, reference is made to 
the accompanying drawings which form a part hereof, and in which is shown by way of 
illustration specific embodiments in which the inventions may be practiced. These 
embodiments are described in sufficient detail to enable those skilled in the art to 
practice the invention, and it is to be understood that other embodiments may be utilized 
and that logical, mechanical and electrical changes may be made without departing from 
the spirit and scope of the present invention. The following detailed description is, 
therefore, not to be taken in a limiting sense, and the scope of the present invention is 
defined only by the appended claims. 

Referring first to FIG. 1 A, a simplified block diagram of the major physical 
components of an embodiment of an event notification system is shown. Computer 100 
provides a base platform for the event notification system. Computer 100 comprises 
CPU 115, memory 120, peripherals 110 and event notification controller 105, all 
communicatively interconnected via bus 127. 

CPU 1 15 comprises at least one central processing unit and is capable of 
executing computer program instructions that form the operating system, applications 




and interfaces executed by the computer system. 

Memory 120 comprises a variety of persistent and non-persistent memory 
devices conventionally used in computer systems, including but not limited to Read- 
only Memory (ROM), Random Access Memory (RAM), Flash-ROM, hard drives, 
5 floppy drives, cartridge drives, CD-ROM drives, DVD-ROM drives and other similar 

devices capable of storing executable program instructions and data. 

Peripherals 1 10 comprise a variety of different devices, including but not limited 
to keyboards, pointer devices, monitors, audio output devices, tape backup units and 
other similar devices. Also included are communications devices comprising network 

10 interfaces, serial and parallel interfaces, modems, telephone interfaces and other 
telecommunications devices. 

Notification controller 105 comprises an electronic device having circuitry and 
logic enabling the device to respond to particular interrupts generated by the various 
components of computer 100. In one embodiment of the invention, notification 

15 controller 105 also contains a transmitter capable of transmitting a signal intended to be 

received by a remote user in possession of a portable transceiver 125. Typically a low 
power transmitter is used and signal reception is therefore limited to a local area such as 
a house, office building, or a campus. Also, the transmitter component of notification 
controller 105 typically transmits a signal at one of the frequencies licensed by the 

20 Federal Communications Commission (FCC) for local use. In an alternative 

embodiment, notification controller 105 is capable of both transmitting and receiving a 
signal, which enables the notification controller to transmit a message and receive an 




acknowledgment that the message was received by the appropriate portable transceiver 
125. 

Portable transceiver 125 is a small receiver capable of receiving signals 
transmitted by notification controller 105 and comprises circuity and logic to receive 
5 and identify messages contained in the signals. In addition, portable transceiver 125 

includes means to notify a user that a message has been received. In one embodiment of 
the invention, the means used is an LED that is lit to indicate that an event has occurred. 
In an alternative embodiment, multiple LEDs are used, with a specific combination of lit 
LEDs used to indicate a specific event. In a further embodiment, portable transceiver 

10 125 vibrates to indicate an event has been detected. In a still further embodiment, 

portable transceiver 125 contains an LCD panel capable of displaying characters 
comprising a message indicating the event. In yet another embodiment, a speech 
synthesizer enunciates a message indicating that an event has occurred. The audio 
source data can comprise a set of predefined messages that are stored locally on the 

15 portable transceiver, such as "you have a voice mail message", "you have a fax", "you 

have an e-mail" etc. Alternatively, the audio source can be transmitted as part of the 
message sent from the notification controller to the portable receiver 125 thereby 
providing for the potential of a wider variety of audio messages. Those skilled in the art 
will recognize that other options exist for alerting the user to an event, and that those 

20 described above could also be used in combination with one another to provide multiple 

means for the portable transceiver to notify the user that an event has occurred. 

Desirably, portable transceiver 125 is small allowing it to be easily carried by a 
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user. In one embodiment, portable transceiver 125 is enclosed in a housing the size of a 
conventional pager. In alternative embodiments, portable transceiver 125 is 
incorporated into objects typically carried by a user, such as rings, watches, pens and the 
like. In an alternative embodiment, portable transceiver 125 also includes circuitry and 
5 logic allowing it to transmit a response to a message, for example an acknowledgment 

that a message indicating an event was received. 

Referring now to FIG. IB, the major physical components of an alternative 
embodiment of the invention are shown. Like the embodiment shown with reference to 
FIG. 1 A, event notification computer 150 comprises CPU 1 15, Memory 120 and 

10 Peripherals 1 10 all connected via bus 125. However, in this embodiment, some of the 

functionality provided by notification controller 105 is separated into two components, 
communication controller 130 and external transceiver 135. 

Communication controller 130 is a device connected to bus 125 and includes 
controllers supporting conventional communications protocols for controlling input and 

15 output via serial ports, parallel ports, Universal Serial Bus (USB) ports, infra-red (IR) 

ports and similar communications ports. Communication controller 130 is 
communicatively connected to external transceiver 135 using means appropriate to the 
specific type of port that the transceiver is connected to. 

External transceiver 135 is a transmitter capable of transmission of a signal 

20 intended to be received by portable transceiver 125. External transceiver transmits 

signals in response to commands received via communication controller 130. Like the 
signals transmitted by notification controller 105, the signals transmitted by external 




transceiver 135 are low power and are of a frequency licensed for local communication 
by the FCC. 

Referring now to FIG. 2, a simplified block diagram of an event notification 
system is shown, with each block representing a functional component of the present 
5 invention. Computer system 200 comprises a conventional operating system capable of 

running a variety of applications 205, an e-mail system 220, an optional telephone 
interface 210, and a notification interface 215. 

Application 205 represents a variety of differing computer programs, including 
word processors, compilers, compressors, encryptors, spreadsheet calculators, 

10 presentation designers and computer security maintainers. These applications vary in 

the degree to which they require user intervention and the length of time needed to 
process to completion. For example, compilers, compressors and encryptors can take 
several hours to process, while word processors, spreadsheet calculators and 
presentation designers are more interactive and typically take less time to respond to 

15 user requests. 

Telephone interface 210 comprises computer programs and routines that provide 
interfaces to a number of different telephony devices, include data communications 
modems, facsimile (fax), voice messaging, and voice communications devices. These 
devices may communicate in either a wireless environment, such as a cellular phone 

20 environment, or in a conventional wired environment. Separate devices may or may not 

be required to support the functionality indicated above. For example one device may 
handle both fax and data communications, and a separate device may handle voice 




communications and voice messages. 

E-mail 220 is a computer program comprising a conventional electronic mail 
application. These systems facilitate the exchange of electronic messages between 
computer systems and users. Examples include, but are not limited to Microsoft 
5 Outlook, Exchange, GroupWise, and CCMail. 

Notification interface 215 provides an interface within computer system 200 
allowing various components such as application 205, telephone interface 210 and e- 
mail system 220 to notify a user about a significant event related to the component. The 
events described below are included to provide examples of the types of events that may 

10 be significant to a user, and are not meant to limit the application to any particular 
event. For example, an application completion event may be generated when 
application 205 is a long running application that the user desires to know has 
completed without having to constantly monitor the computer's screen. An incoming 
fax event is generated when a fax is received via telephone interface 210. An incoming 

15 voice call event is generated when a voice call is received via telephone interface 210. 

An incoming voice message event is generated when a voice mail message is received 
via telephone interface 210. In incoming e-mail message event is generated when an e- 
mail is received by e-mail component 220 of computer system 200. 

In one embodiment of the invention, notification interface 215 is a device driver 

20 that detects and responds to events generated by the components described above. In 
this embodiment, the occurrence of an event is communicated to the notification 
interface using operating system and hardware specific device communication features. 

10 




Typically the feature used is the interrupt request, or IRQ. The notification controller 
105 (FIG. 1 A) is assigned one or more specific, configurable interrupt request numbers 
to distinguish the controller from other devices in the computer. An interrupt request 
using one of the interrupt identifiers assigned to the notification controller causes the 
5 notification interface software to process the interrupt, using the method detailed below. 

Referring now to FIG. 3, a flow diagram is shown, detailing the tasks executed 
when an event occurs. The event may be generated by software or by the occurrence of 
a hardware related event. Examples of software events include, but are not limited to 
the arrival of e-mail, the completion of a long-running computer program or the 

10 detection of a breach in the computer system's security or other unauthorized use. 

Examples of hardware related events would be the detection of an incoming phone call, 
fax message or voice mail message. 

The process begins at 300, where the component detecting the event use an IRQ 
to indicate to the notification controller 105 or communication controller 130 that an 

15 event has occurred. In one embodiment of the invention, distinct IRQs are used to 

indicate particular events. For example, in this embodiment one IRQ is dedicated to 
indicate e-mail arrival, another IRQ indicates the arrival of a FAX and yet another IRQ 
indicates a miscellaneous event. In an alternative embodiment, one IRQ is used to 
indicate an event and additional data is associated with the IRQ to indicate which of the 

20 specific events listed above occurred. 

Next, at 305, programmable logic in notification controller 105 or 
communication controller 130 (collectively referred to as "controller"), in response to 



the IRQ, determines the event that occurred through the specific IRQ and/or the data 
associated with the IRQ and identifies the type of event causing the interrupt. Desirably 
a look-up table of different events is used to determine the specific type of event 
indicated by the IRQ or event data and the commands to be executed in response to the 
event. 

At 310, the controller executes commands appropriate for the particular type of 
event indicated in the data associated with the interrupt request. For example, in one 
embodiment of the invention, if the event data indicates that an e-mail message has 
arrived, the controller starts a process that retrieves data indicating the sender, the 
subject, or the content of the e-mail message. This data can then be imbedded in the 
message to be transmitted to the portable transceiver. 

Next, at 315, the controller causes the transmitter to transmit a signal containing 
the command and associated data determined from 310 above. The signal is received by 
portable transceiver 125. Portable transceiver 125 contains programmable logic, which 
at 320 decodes the command and associated data contained in the signal. 

Based on the command and data obtained in 320, 325 activates an appropriate 
indicator. In one embodiment of the invention, the activation process lights one or more 
LEDs, with the combination of LEDs indicating the event type. In an alternative 
embodiment of the invention, the activation process causes the portable transceiver 125 
to vibrate. In another embodiment of the invention, the activation process emits an 
audible tone. In yet another embodiment, the activation process displays a message on 
an LCD panel, with the message indicating the type of event that occurred, and in the 

12 
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case of an e-mail message, displaying text further describing the message. This text 
comprises the sender, subject, or e-mail message text. In a further embodiment, and 
audible message is produced. The source for the message is either a pre-recorded or 
speech synthesized message associated with an event. 

Although specific embodiments have been illustrated and described herein, it 
will be appreciated by those of ordinary skill in the art that any arrangement which is 
calculated to achieve the same purpose may be substituted for the specific embodiments 
shown. This application is intended to cover any adaptations or variations of the present 
invention. For example, the logical functionality of the notification controller can be 
divided into components, some of which execute on the notification controller and 
others of which are executed by the computer in which the controller resides. 
Therefore, it is manifestly intended that this invention be limited only by the following 
claims and equivalents thereof. 
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